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Connecting to the NTP Server

Configuration of the device requires connection via the console or SSH sessions. Note that
the initial connection must be completed via the Console.

Web Interface can only be used for monitoring purposes, and it is available after the NTP
Server is provided with an IP address through DHCP or the Static IP address is configured.

The default IP address of the NTP server at first boot is 192.168.1.101

Connecting to the NTP Server via Console

Use the USB Type C connector to connect to the serial console of the NTP Server, you can
access the console menu through a terminal program of your choice.

Baud: 115200
No flow control.

In the below example we use PuUTTY for the console connection:
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ﬁ PuTTY¥ Cenfiguraticn

Category:

= Sgssinn

= Teminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
[+~ Selection
- Colours

[=- Connection

- Data

- Proy

- 55H

- Serial

- Telnet

- Rlagin

- SUPDUP

Basic options for your PuT T session

Specify the destination you want to connect to

Sernial line Speed

|comss |[115200 |

Connection type:

(J55H (@ Sedal () Cther: | Telnet w

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save
Delete

Close window on exit:

() Mways () Mever

(®) Only on clean exit

Qpen Cancel

Upon connecting you will be taken to the main menu:

You can bring up the help menu at any point by typing the “help” command, to see the list of

available commands.

AMG810> help

D35170-01
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Adding Static IP address

By default, the NTP server is configured with a static IP address of 192.168.1.101.

After connecting to the NTP server through the console cable or SSH through a terminal
emulator via the default IP enter the conf network to get to the network configuration menu.

{ DW51,DNS2 }

{ DW51,DNS2 }

You will be presented with the list of commands that can be executed, and the status of the
network configurations.

To change a static IPv4 address enter the command following below syntax:
Ip4 static IP/MASK GW - IP address followed by a Subnet Mask and Default Gateway.
Subnet Mask information is required to be entered through CIDR annotation:

AMGS810 [net] > ip4 static 192.168.1.213/24 192.168.1.101

/]

After the command is executed by pressing Enter/Return. You will need to type “y" to confirm
configuration changes:
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After configuration is applied, we can see that the Addressing changed to Static for the IPv4
address and the IP address of 192.168.1.213/24 has been assigned to NTP Server:

0:1b:21:38:bd: Th,
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Configuring Hostname

To change the Hostname of the NTP Server enter the localization menu by typing “conf
localization”

AMGS810 > conf localization

From there type “hostname"’ followed by the name of your choice. In the below example the
new hostname is set to “NTP-SERVER”

AMGS810 [local] > hostname NTP-SERVER
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Connecting to the Web Interface

Web Interface can only be used for monitoring purposes, and it is available after the NTP
Server is provided an IP address through DHCP or Static IP address is configured.

After the NTP server has an IP address assigned it is then possible to connect to the Web
Interface.

Open a Web Browser of your choice and type the IP address of the NTP Server into the search
bar. In the below example, NTP Server has the IP address of 192.168.1.213.

< O A Notsecure | 1921681213 & = @
SYSTEMS Main
AMG810-1F-PD
Main System Info '\ GPS Status /- NTP Status Network Status
NTP dotails Model | AMG810-1F-PD GPS Mode | no-fix 4 _— 2020-01-15 06:05:39 GMT Link link-up
GPS details HWRev |5 Safelites |seen, used/t (Updated only on page reftesh) | [h1c addr |Be:1764.14.92.28
NTP/GPS Graphs NTP Status no-gps /A n
System Graphs S 22080 SNR dBA . Addressing :Evg Zﬁgc
LLDP Jcy |Running 8[113a3089] NTP Stratum {16 4 -
Clients Latest: 8 [113a3b89] PLL Fre 2.73099 ppm 192.168.1.213/24
: d o IPAddrs | rog0: 86 1f 64T fef4.9226/64
Client CSV Software | Running: 2.18.0 [2e10e8] Clock Jitter | 0.002 msec
Client JSON Latest: check-pending S 3 IP Routes |0.0.0.0/0 via 192.168.1.101
System JSON DC-1 11.97V ysfem Jitter msec S
Metrics P DC-2 OV Pending Leap | unknown /&
Time ower PoE no-power Chassis [D: mac 00:1b:21:38:bd:7b
Packet Rate g g [E=T m_\nu:e LLDP SysName:
amgsystems com . S‘E‘d 32%% ESfminute) Neighbor | PortiD:  mac 00:1b:21:38:bd-7b
emp Board 30C Clients 0 Port Descr.

Memory |62/ 128 MiB Broadcast

Type: Micron SLC NAND

Backup Servers

Flash Size: 512 MiB Backup Pools | pool.amgsystems.com
Integrity: good
CPU 3.08%

Uptime |13 days

Runtime |43 days

From the Web Interface you can see Details of NTP Servers Details and have access to
System Graphs.

Web Interface gives you access to:

e NTP Details - Detailed information about the NTP Server. It is the equivalent of the
console “show ntp detail” command.

e GPS Details — Information about GPS, equivalent to “show gnss” console command.
e NTP/GPS Graphs:

o RXNTP Packet Rate

o Time Jitter

o GPS Satellite Counts

o GPS Location
e System Graphs

o Temperature

o PLL Frequency
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o Memory
o CPU Usage

e LLDP - Link Layer Discovery Protocol information and the list of LLDP neighbors.
e Clients — List of clients that are currently using NTP Server.

e Client CSV - List of Client in CSV format.

e Client JSON - List of Clients in JSON format.

e System JSON — NTP Server System Information in JSON format
e Metric - List of metrics

e Time — Current Time

Graph Data Retention

It is important to note that the data is gathered and graphed for the past 7 days.

AMG810-1F-PD
System Graphs

As of 2024-10-31 09:22:31 GMT

Temperature
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Graphing data is stored in RAM and not persistently except on a controlled shutdown or
reboot. If power is lost unexpectedly, the recent graph data will be lost.

To preserve graph data, shutdown the device before removing power. This can be done from
the admin console using the 'shutdown’ command, or by using the command button on the
front Pannel of the NTP Server.
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Adding Static IP Route

If you add a static IP address and set up a default gateway, the default IP route pointing to the
default gateway will be added automatically.

To add the required static route, from the Network Configuration menu enter the command
with the following syntax:

ip4 route IP/MASK NH

In the below example, we are adding a route for 172.16.10.0 255.255.255.0 through
10.10.10.254. The command will be:

AMGNTP [net] > ip4 route 172.16.10.0/24 10.10.10.254

" "

Press “y" to confirm the changes.

After Route is added we can confirm that it is applied through the “show network” command.

AMG810 > show network
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Configuring SSH Authentication

Password Authentication/ Setting password for an admin user.

SSH is enabled by default. However if for any reason SSH is not enabled you can enable it by
entering the Service Configuration menu by “conf services” command:

AMGS810 > conf services

ce Commands:

From there type “ssh”

AMGS810 > ssh

At this point you will be asked to enter a password.

*Please notice that the username for the password created above is admin
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Public Key Authentication (optional)

After SSH is enabled and the password is set as per above you can add public key
authentication.

e Generate an 'authorized_keys' file containing one or more public key lines. This
file follows the same format as the 'S{HOME}/.ssh/authorized_keys' file found on a
Linux systems.

The file upon opening will look similar to the below screenshot:

ssh-rsa AAAMBINzaClyc2EAAAADAQABAAABAQC2+LKDhQLEBXwBGRWKTZuBeaalkKtrdgcNr
rSrwd/vosTEHdECFymREATBEqAANg I TpVE1G2Z INA T nFuwSrTzCxS 3z5TWd 1 sdZKPAEHZON
Cklu+nBpKmrdLK]lsnoxj9n3d61a0zVb8wvT jxpBlUIoella7zgM2mpemyVxSykBSBnxl 7ovaAIpX
j18zu+OwRtBeCBgMAVUDE1 g5er9pl 2VBdz14T §8m/ hiiz SigquMFUAezMKns XFioAmKOuXaK70g

e Transfer this file to the device using SCP (Secure Copy Protocol).
Use the below command to upload the “authorized_keys” file to the NTP Server:

scp authorized_keys admin@ntp1.example.com:authorized_keys

In the above command:
authorized_keys — is the name of the file you previously created
admin — username

ntp1.example.com - is the name of the SCP server, alternatively, you can specify the server's
IP address instead.

e Apply the 'authorized_keys' file to the device.

After the File is successfully uploaded, enter the Services Configuration menu by typing
the “conf services” command:
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AMGS810 > conf services

From there type “ssh authkeys”

AMG810 [srv] > ssh authkeys

*After Public Key Authentication is set up you can remove the account password if preferred.
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Access Control Lists (ACL)

On the NTP Server, ACLs are used for defining client behaviours when it comes to
synchronisation and querying of the NTP server.

Rate limit is an interval at which the clock of a client is synchronised. By default, Rate limit is
not restricted.

To configure ACLs, enter ACL menu by typing “conf ntp acls”

AMG810> conf ntp acls

You will be presented with the list of currently active NTP Access Control rules as well as
examples of Access Control commands that can be used for configuration.

To add ACL, you will need to use a flag to specify the required behaviour, followed by an IP
address or a Network.

R IP/MASK
The meaning of the flags is as follows:
Flag Meaning
D Delete entry
S Client can synchronise with NTP Server with default rate limit
R Client can synchronise with NTP Server with no limit
Q Client can synchronise and query NTP Server with rate limit
U Client can synchronise and query NTP Server with no limit
B Client is blocked
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To add a rate limit for a host with IP address 192.168.0.10/24 execute below command:

AMG810 [acl] > R 192.168.0.10/24

Similarly, to block the IP address 192.168.0.20/24 from requesting and synchronising with
NTP Server execute below command:

AMG810 [acl] > B 192.168.0.20/24

Notice that after command is entered you will be notified that changes will be applied after
you exit from ACL menu.

OULD LEAD TO NIFD FAILING TO RUN **

After ACL's are applied type “exit”
AMGS810 [acl] > exit

To confirm that the changes have been applied and to see what ACLs are currently active, use
the “show ntp acls” command.

AMG810 [acl] > show ntp acls
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Setting up Global Navigation Satellite System (GNSS)

By default, the NTP server will use the Satellites that are in closest proximity.
List of currently utilised Satellites can be displayed with “show gnss”:

AMG810 > show gnss

As seen in above screenshot we are presented with the list of Satellites along with their
parameters. As a reference below is the brief description of each parameter:

GNSSID — Global Navigation Satellite System ID - this refers to the constellation of
satellites that emit signals for positioning and timing data to GNSS receivers, aiding in
determining location.

e Galileo — Europe
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e GPS (Global Positioning System) — United States
e GLONASS (Global Navigation and Satellite System)— Russia
e BeiDou - China

e SBAS - Satellite Based Augmentation System — a regional system that
enhances the performance and integrity of GPS by providing corrections and
integrity messages via geostationary satellites.

SVID — Space Vehicle ID - A unique identifier assigned to each satellite for
identification purposes within the GPS system.

PRN - Pseudorandom noise - A unique code that its transmitted as part of the C/A
navigation message, enabling receivers to identify the received satellites.

e (-99: GPS
e 100-199: GLONASS
e 200-299: Galileo

e 300-399: BeiDou

EL — Elevation - This denotes the angle from the horizon to the observed position of a
satellite. It represents the vertical angle to the satellite as it passes over the receiver,
with 0 indicating the satellite is on the horizon and 90 meaning it's directly overhead.

AZ - Azimuth - It signifies the horizontal direction of a celestial point from a terrestrial
point, expressed as the angular distance from 000° clockwise through 360°.

SS - Signal to Noise Ratio — signifies level of a desired signal relative to the level of
background noise.

USED - This denotes whether the satellite is utilized on the NTP server, with 1
indicating its use and 0 indicating non-use.

You can define GNSS Satellite groups that are used by the NTP Server. To edit the list,
navigate to GNSS configuration menu by typing “conf gnss”:

AMG810 > conf gnss

You will be presented with the configuration commands:
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From here you have the option to either disable or enable GNSS according to your preference.

As an example, to disable GLONASS GNSS, use:

AMGB810 [gnss] > no sat glonass

Once adjustments have been made, for them to become operational, you must exit the GNSS
configuration menu by typing:

AMG810 [gnss] > exit

It is important to note that it may take up to couple of hours for the new satellites settings to
finalise.

To confirm the changes has been applied execute “show gnss” command.

AMG810 > show gnss
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Setting up Time zone

Default Time zone defined on NTP Serveris UTC.

You can confirm currently configured Time zone by executing “show localization” command.

AMGS810 > show localization

Alternatively, Time zone and current time can be inspected by “show ntp” command.

AMG810 > show ntp

To amend Time Zone settings, enter localization settings by typing “conf localization”

AMGS810 > conf localization

it

-
P

(=

.
o2t

(=

(3

L

From there execute “timezone” command

AMGS810 [local] > timezone
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]

Type'y

to confirm that you want to continue.

In the next menu choose a continent you are configuring the timezone for. In this example we
are looking to change the time zone to BST (British Summer Time) so we choose option 7
representing Europe.

[0 Y R FL I U B B

=1 M

Next select country whose clocks agree with the one you want to configure.

For the BST we choose number 7 representing Britain (UK)

[ I O U

)]

|

After selection has been made you will be presented with the matching Time zone. In the
below screenshot we can see that BST time is suggested.

Type number “1" representing “Yes” to confirm that the information is correct, and we are
ready to proceed with changing time zone to BST.
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Notice that to apply the changes a reboot is required. Upon exiting conf localisation menu
NTP server will automatically reboot.

After the reboot is completed confirm that the Time zone has been amended by executing
“show localization” or “show ntp” command.
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NTP Client Monitoring

Upon connecting to the NTP Servers, all Clients will be recorded in the NTP Client List (a
maximum of 100,000 devices can be recorded).

Each client IP will be tracked and aged out after 7 days of inactivity.

The client tracking data is saved and restored on a controlled reboot, shutdown, and upgrade.
However, if the device has been powered off for many hours, power cycled without a proper
shutdown, or an unexpected time step occurs while running, the saved state is discarded.

The client list is visible after connecting to the console and executing command “show ntp
clients”.

AMGB810 > show ntp clients

The client list can be monitored through the Web Interface by navigating to the “Clients”
section of the menu on the left side of the page.

AMIG

SYSTEMS
AMGB10-1F-PD

=
=]

ai

NTP details
GPS details
NTP/GPS Graphs

System Graphs

Am AMG810-1F-PD
STE NTP Clients

Sy M 'S
AMG&10-1F-PD

Total clients: 1
Main Ageout after: 7.0 days

NTP details [crientip [client DNS [ First [ Last [Rx Every [Rx count [7x count [ rxFags | TxFlags  [atens|
[192.168.1.101 | [pending] [ 15 sec ago [2024-10-31 10:15:14 GMT |3 sec ago [2024-10-31 10:17:06 GMT[10.2 |12 [12 |||
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Each client entry records 8 pieces of data:

The Client IP

e The Client Reverse DNS Entry (if enabled)
e First packet time

e Last (most recent) packet time

e RXpacket count

e TX packet count

e RXpacket flags

e TX packet flags
Using the above data, 2 additional items are computed:

e The RX packet frequency

e Any alerts

The RX frequency (called 'RX Every') is simply the average amount of time between each
received packet over the entire lifetime the Client has been known.

Each entry can be in one of 4 alert states:

Symbol Alert
No Symbol No Alert
z a client hasn't been heard from in more than 2x its expected RX
z Z frequency (subject to some bounds)
Sleep Alert
a client is sending way more packets than are responded to (likely rate
A limit) or the rx frequency is very short
Yellow alert
a client is blocked due to ACLs or sending only invalid packets
Red alert

Packet Flags
RX Flags TX Flags

. SEEIEEEE B

A set of flags is stored for each client in each direction (RX and TX). For each RX and TX
packet, flags are computed from the packet content and are OR'ed with the stored flags from
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every previous packet. Only the OR'ed flags are stored so the flags shown is a union of all
packets for that client since client tracking began for that client.

The individual flags are currently (this is subject to change in future software releases):

|
W)
Q

Meaning

Truncated packet (ex: short UDP)
NTP Version 1

NTP Version 2

NTP Version 3

NTP Version 4

Other NTP Version (Not 1-4)

NTP Mode Symmetric Active
NTP Mode Symmetric Passive
NTP Mode Client

NTP Mode Server

NTP Mode Broadcast

NTP Mode Control

Other NTP Mode

NTP KoD 'AUTH'

NTP KoD 'CRYP'

NTP KoD 'RATE'

NTP REFID Matches Our IP (RX only)

o <|lo|lz|z|lw|vn|lo] o> <|rl w2 H
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Enabling HTTPS

HTTPS is disabled by default due to the requirements of HTTPS Certificates.

Go to the services menu by typing “conf services”

AMGS810 > conf services

From there type “https”
AMG810 [srv] > https

As you can see in the above screenshot there are three ways in which a certificate can be
enabled:

H) ACME HTTP-01 method (needs outbound HTTPS & inbound HTTP/S)
D) ACME DNS-01 method (needs outbound HTTPS & dynamic DNS)

M) Manually upload a cert/key
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